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EPS - encapsulated PostS cript, 2D vector-based.

DXF- drafting interchange standard.

IGES- drafting interchange standard.

TTF- Vector-based font.

3DS, ASC, PRI, - 3D Studio file formats

WRL-VRML 3D file format.
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6. Know Your Weaknesses

Every security system has vulnerabilities. You should un-
derstand your system’s weak points and know how they
could be exploited. You should also know the areas that
presentt the largest danger and prevent access to them im-
mediately.

Understanding the weak points is the first step toward
turning them into secure areas.

7. Limit the Scope of Access

You should create appropriate barriers inside your system
so that if intruders access one part of the system, they do
not automatically have access to the rest of the system.
The security of a system is only as good as the weakest
security level of any single host in the system.

8. Understand Your Environment

Understanding how your system normally functions,
knowintg what is expected and what is unexpected, and
being familiar with how devices are usually used, will
help you to detect security problems. Noticing unusual
events can help you to catch intruders before they can
damage the system. Auditing tools can help you to detect
those unusual events.

9. Limit Your Trust

You should know exactly which software you rely on, and
your security system should not have to rely upon the as-
sumption that all software is bug-free or that your firewall
can prevant all attacks.

10. Remember physical Security

Physical access to a computer, router, or your firewall
usually gives a sufficiently sophisticated user total control
over that device. Physical access to a network link usually
allows a person to tap that link, jam it, or inject traffic into
it. It makes no sense to install complicated software secur-
ity measures when access to the hardware is not controlld.
11. Make Security Pervasive

Almost any change you make in your system may have
security effects. This is especially true when new services
are created. Administrators, programmers, and users
should consider the security implications of every change
they make.

Understanding the security implications of a change is
somethig that takes practice. It requires lateral thinking
and a willingness to explore every way in which a service
could potentially be manipulated. -

You can use a firewall to enhance your site’s security in a
number of ways. The most straightforward use of a fire-
wall is to create “internal site”, one that is accessible only
to computers within_your own local area network. If this
is what you want to do, then all you need to do is to place
the server INSIDE the firewall:

Other hosts
i
Other hosts <----> FIREWALL <> server <e..c» OUTSIDE
/

Other hosts

However, if you want to make the server available to the
rest of the world, you’ll need to place it somewhere out-
side the firewall. From the standpoint of security security
of your orgnization as a whole, the safest place to put it is
completley outside the local area network.
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Other hosts
\
Server <-----> FIREWALL <-eevwv > QUTSIDE
/

other hosts

This is called a “sacrificial lamb” configuration. The server
is at risk of being broken into, but at least when it’'s broken
into it doesn’t breach the security of the inner network.

It’s not a good idea to run the WWW server on The fire-
wall machine. Now any bug in the server will compro-
mise the security of the entire organization.

There are a number of variations on this basic setup, includ-
ing architectures that use paired “inner” and “outer” servers
to give the world access to public information while giving
the internal network access to private documents.

If your local network runs behind a firewall. Can I break
through the firewall to give the rest of the world access to
the Web server? Yes you can, but if you do this you are
opening up a security Hole in the firewall. It’s far better to
make the server a “sacrificial lamb” as described above.
Some firewall architectures, however, don’t give you the
option of placing the host outside the firewall. In this
case, you have no choice but to open up a hole in the fire-
wall. There are two options:

L. If you are using a “screened host™ type of firewall, you
can selectively allow the firewall to pass requests for port
80 that are bound to or returning from the WWW server
machine. This has the effect of poking a small hole in the
dike through which the rest of the world can send and re-
ceive requests to the WWW server machine.

2. If you are using a “dual homed gateway” type of fire-
wall, you’ll need to install a proxy on the firewall ma-
chine. A proxy is a small program that can see both
sides of the firewall. The proxy forwarded to the server
machine intercepts requests for information form the
Web server, and the response forwarded back to the re-
quester.

The problem for IT managers is that the first volley of In-
ternet security products only blocked the corporate perim-
eter. As the Internet, networks, and electronic business
force companies to provide greater access to information,
previous network designs will no longer be up to the task.
Corporate networks will need to turn their focus outward
and introduce fine-grained access to information, as well
as the management tools and infrastructure that currently
reserved for internal users.
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There are three types of access restriction available:

1. Restriction by IP address, subnet, or domain

- Individual documents or whole directories are protected
in such a way that only browsers connecting from certain
IP (Internet) addresses, IP subnets, or domains can access
them.

2. Restriction by user name and password

- Documents or directories are protected so that the re-
mote user has to provide a name and password in order to
get access.

3. Encryption using public key cryptography

- Encryption works by encoding the text of a message
with a key. In traditional encryption systems, the same
key was used for both encoding and decoding. In the new
public key or asymmetric encryption systems, keys come
in pairs: one key is used for encoding and another for de-
coding. In this system everyone owns a unique pair of
keys. One of the keys, called the public key, is widely dis-
tributed and used for encoding messages. The other key,
called the private key, is a closely held secret used to de-
crypt incoming message. The other key, called the private
key, is a closely held secret used to decrypt incoming
message. Under this system, a person who needs to send a
message to a second person can encrypt the message with
that person’s public key. The owner of the secret private
key, making it safe from interception can only decrypt the
message. This system can also be used to create unforget-
table digital signatures.

Security measures keep people honest in the same way
that locks do. The following sections priovde specific ac-
tions you can take to improve the security of your net-
work:

1. Know Your Enemy

Consider who might want to circumvent your security
measures and identify their motivations. Determine what
they might want to do and the damage that they could
cause to your network.

Security measures can never make it impossible for a user
to perform unauthorized tasks with a computer system.
They can only make it harder.

The goal is to make sure the network security controls are
beyond the attacker’s ability or motivation.

2. Count the Cost

Security measures almost always reduce convenience, es-
pecially for sophisticated users. §
Security can delay work and create expensive administra-
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tive and educational overhead. It can use significant com-
puting resources and require dedicated hardware.

When you design your security measures, understand
their costs and weigh those costs against the potential ben-
efits. To do that, you must understand the costs of the
measures themselves and the costs and likelihood of se-
curity breaches. If you incur security costs out of propor-
tion to the actual dangers, you have done yourself a dis-
service.

3. Identify Your Assumptions

Every security system has underlying assumptions. For
example. you might assume that your network is not
tapped, or that attackers know less than you do, that they
are using standard software, or that a locked room is safe.
Be sure to examine and justify your assumpitons. Any
hidden assumption is a potential security hole.

4. Control Your Secrets

Most security is based on secrets. Passwords and encryp-
tion keys, for example, are secrets. Too often, though, the
secrets are not really all that secret. The most important
part of keeping secrets is to know the areas you need to
protect.

What knowledge would enable someone to circumvent
your system? You should jealously guard that knowledge
and assume that your adversaries know everything else.
The more secerets you have, the harder it will be to keep
all of them. Security systems should be designed so that
only a limited number of secrets need to be kept.

5. Remember Human Factors

Many security procedures fail because their designers do
not consider how users will react to them. For example,
because they can be difficult to remember, automatically
generated nonsense passwords are often found written on
the undersides of keyboards.

For convenience, a secure door that leads to the system’s
only tape drive is sometimes propped open. For expedien-
cy, unauthorized modems are often connected to a net-
work to avoid onerous dial-in security measuree.

If your security measures interfere with essntial use of the
system, those measures will be resisted and perhaps cir-
cumvented. To get compliance, you must make sure that
users can get their work done, and you must sell your se-
curity measures to users. Users must understand and ac-
cept the need for security.

Any user can compromise system security, at least to
some degree. Passwords, for instance, can often be found
simply by calling legitimate users on the telephone, claim-
ing to be a system administrator, and asking for them. If
your users understand security issues, and if they under-
stand the reasons for your security measures, they are far
less likely to make an intruder’s life easier.

At a minimum, users should be taught never to release
passwords or other secrets over unsecured telephone lines
(especially cellular telephones) or electronic mail (e-
mail).

Users should be wary of questions asked by people who
call them on the telephone. Some companies have imple-
mented formalized network security training for their em-
ployees; that is, employees are not allowed access to the
Internet until they have completed a formal training pro-
gram.
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Internet & Security Overview

The concept of a company fostering communication with its businness partners is not new,
electronic data interchange and dial-up connections to host systems have provided fairly
good information access for years. But talk of making a company more competitive that
gives partners secure, inexpensive access to data based on policies and that guarantees per-
formance levels.

Unfortunately, there’s a lot to worry about. There are security risks that affect Web servers,
the local area networks that host Web sites, and even innocent users of Web browsets. The
risks are most severe from the Webmaster’s perspective. The moment you install a Web
server at your site, you’ve opened a window into your local network that the entire Internet
can peer through. Most visitors are content to window shop, but a few will try to peek at
things you dou’t intend for public consumption Others, not content with looking without
touching, will attempt to force the window open and crawl in. The results can range from
the merely embarrassing, for instance the discovery one morning that your site’s home page
has been replaced by an obscene parody, to the damaging, for example the theft of your en-
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tire database of customer information.

From the point of view of the network administrator, a Web server represents yet another
potential hole in your local network’s security. The general goal of network security is to

keep strangers out. Yet the point of a Web site is to pro-
vide the world with controlled access to your network.
Drawing the line can be difficult. A poorly configured
Web server can punch a hole in the most carefully de-
signed firewall system. A poorly configured firewall can
make a Web site impossible to use. Things get particular-
ly complicated in an Intranet environment, where the Web
server must typically be configured to recognize and au-
thenticate various groups of users, each with distinct ac-
cess privileges.

To the end-user, Web surfing feels both safe and anony-
mous. It's not, Active content introduces the possibility
that Web browsing will introduce viruses or other mali-
cious software into the user’s system. Active content also
has implications for the network administrator, in so far as
Web browsers provide a pathway for malicious software
to bypass the firewall system and enter the local area net-
work. Even without active content, the very act of brows-
ing leaves an electronic record of the user’s surfing histo-
ry, from which unscrupulous individuals can reconstruct a
very accurate profile of the user’s tastes and habits.

From both end-users and Web administrators need to wor-
ry about the confidentiality of the data transmitted across
the Web. The TCP/IP protocol was not designed with se-
curity in mind, hence it is vulnerable to network eaves-
dropping. When confidential documents are transmitted
from the Web server to the browser, or when the end-user
sends private information back to the server inside a fill -
out form, someone may be listening in.

There are bacically three overlapping types of risk:

1. Bugs or misconfiguration problems in the Web server
that allow unauthorized remote users to:

- Steal confidential documents not intended for their eyes.
- Execute commands on the server host machine, allowing
them to modify the system.

- Gain information about the Web server host machine
that will alow them to break into the system.

-Launch denial-of- service attacks, rendering the machine
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temporarily unusable.

2. Browser- side risks, including:

- Active content that crashes the browser, damages the
user’'s system, breaches the user’s privacy, or merely
creates an annoyance.

- The misuse of personal information knowingly or un-
knowingly provided by the end-user.

3. Interception of network data sent from browser to serv-
er or vice versa via network eavesdropping. Eavesdrop-
pers can operate from any point on the pathway between
browser and server including:

- The network on the browser’s side of the connection.

- The network on the server’s side of the conn ection (in-
cluding Intranets).

- The end-user’s Internet Service Provider (ISP).

- The server’s ISP

- Either ISP’s regional access provider.

It’s important to realize those “secure” browsers and serv-
ers are only designed to protect confidential information
against network eavesdropping. Without system security
on browser and server sides, confidential documents are
vulnerable to interception.

If you are a Webmaster, system administrator, or are oth-
erwise involved with the administration of a network, the
single most important step you can take to increase your
site’s security is to create a written security policy. This
security policy should succinctly lie out your organiza-
tion’s policies with regard to:

- Who is allowed to use the system?

- When they are allowed to use it

- What they are allowed to do (different groups may be
granted different levels of access)

- procedures for granting access to the system

- procedures for revoking access (e.g. when an employee
leaves)

- What constitutes acceptable use of the system?

- Remote and local login methods

- System monitoring procedures

- Protocols for responding to suspected security breaches
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